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GDPR Compliance 
in Drupal



HELLO!

I am François Lemieux
Senior software developer. 

Find me at: 

https://www.drupal.org/u/classiccut



*I am not a lawyer!

None of the information presented herein 
should be taken as legal advice



1.
Presentation 
scope



FROM BROAD TO NARROW
▸ What is GDPR
▸ How does GDPR impact your Drupal site
▸ Available Drupal resources
▸ Consent Management & Cookies



2.
What is GDPR



E.U. PRIVACY REGULATIONS

User rights
Definitions on 
what is “user 
data”, and the 
types of controls 
users can have 
on this data.

Consent
Users must know 
what data is 
being collected, 
and have control 
over the use of 
this data.

Obligations and 
penalties
Non-compliance 
comes with 
costs. Record 
keeping to 
demonstrate 
compliance.



“
But… I’m in Canada! Why do I 
need to worry about E.U. 
regulations?



THERE ARE SOME 
SIMILARITIES 
AND SOME 
DIFFERENCES

GDPR PIPEDA

USER
DATA

*see https://www.dataguidance.com/sites/default/files/gdpr_v_pipeda.pdf

https://www.dataguidance.com/sites/default/files/gdpr_v_pipeda.pdf


3.
How does GDPR 
impact your 
Drupal site



HOW LARGE IS 
YOUR 
ORGANIZATION
More restrictions and 
obligations are placed on 
larger organizations (>250 
employees), such as 
establishing a data 
protection officer role, and 
specifics related to 
large-scale user data 
processing.



UNDERSTANDING USER DATA

Accounts
User data stored 
for user 
accounts can 
impact GDPR 
compliance.

Analytics & 
social media
Are you tracking 
analytics? Is any 
user-centric data 
included? Any 
integration with 
social media 
platforms?

Consent
Do users of your 
site (logged-in or 
not!) know what 
data might be 
collected and 
how it’s used?

Do they consent?



BUSINESS IMPACTS

Legal
Privacy policy 
and disclaimers 
are required 
(including cookie 
policies).

Record keeping
Requirements 
vary based on 
the size of your 
organization.

Data security
Data breaches 
must be handled 
in specific ways.





4.
Available 
Resources



GDPR MODULE
▸ Contrib module/project
▸ Provides resources for compliance
▸ *Does not ensure compliance on its own!

Good starting point to understand and implement 
compliance, but not a complete solution

https://drupal.org/project/gdpr

https://drupal.org/project/gdpr


Checklist
Walkthrough of 
considerations, tasks 
(business and/or dev.), 
site features, and 
configuration.  

RESOURCES FOR GDPR READINESS

Supporting modules
Provide specific 
resources for 
setting-up user 
agreements, tasks 
(data update/removal), 
data sanitization.





























OTHER CONTRIB MODULES
▸ EU Cookie Compliance

▹ https://www.drupal.org/project/eu_cookie_complia
nce

▸ Cookiebot
▹ https://www.drupal.org/project/cookiebot

▸ General Data Protection Regulation Compliance
▹ https://www.drupal.org/project/gdpr_compliance

▸ CookiePro (and CookiePro Plus)
▹ https://www.drupal.org/project/cookiepro
▹ https://www.drupal.org/project/cookiepro_plus

https://www.drupal.org/project/eu_cookie_compliance
https://www.drupal.org/project/eu_cookie_compliance
https://www.drupal.org/project/cookiebot
https://www.drupal.org/project/gdpr_compliance
https://www.drupal.org/project/cookiepro
https://www.drupal.org/project/cookiepro_plus


5.
Consent 
management & 
Cookies



CONSENT MANAGEMENT PLATFORMS
▸ Third-party organizations
▸ Provide cookie consent, management, banner, 

auto-blocking
▸ Paid & free solutions available



STEPS FOR 
INTEGRATING 
CONSENT 
MANAGEMENT

Scan

Categorize

Deploy





COOKIE CATEGORIES

Performance
(Analytics)
Collect information 
about how users are 
interacting with the 
site. Usually 
aggregated/anonymiz
ed, used for 
evaluating site 
performance

Functional (Preference)
Not vital for a site to run, 
but are used to add 
additional functionality. 
Also used to track user 
site preference.

 E.g. using user location 
to enhance certain parts 
of the site.

*see https://gdpr.eu/cookies/

https://gdpr.eu/cookies/


COOKIE CATEGORIES

Marketing 
/advertising 
/targeting
Allow advertisers to 
track and model user 
data & behaviour for 
purposes of 
marketing and 
targeted advertising 
campaigns.

Strictly Necessary
Cookies that are 
necessary to provide the 
service, application, and 
other essential 
functionality of the site.

*see https://gdpr.eu/cookies/

https://gdpr.eu/cookies/




First-party
Cookies that originate 
from the site itself. Only 
available for requests 
to the site domain.

FIRST-PARTY VS THIRD-PARTY COOKIES

Third-party
Originate from another 
(non-site) domain, 
available to any other 
site that includes 
cookies from that 
third-party domain.



TIPS FOR DEVELOPERS
Bring the attention of your audience over a key 
concept using icons or illustrations



Place your screenshot here
INSPECTING 
COOKIES
(Firefox) 
Developer tools 
allow you to 
inspect cookies.





Place your screenshot here
INSPECTING 
COOKIES
(Chrome) 
Developer tools 
allow you to 
inspect cookies.





Place your screenshot here
INSPECTING 
COOKIES (extra)
(Chrome) Select 
cookie, right-click 
-> Show Requests 
With This Cookie





THANKS!

Any questions?
You can find me at drupal.org/u/classiccut & 
flemieux@coldfrontlabs.ca
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